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whoami

• Omaha, Nebraska based hackerman.

• Information Assurance degree from 
University of Nebraska at Omaha.

• Helped build and run a red team at large 
fortune 200 company.

• Now am a Security Consultant at 
TrustFoundry.

• I run a blog at zonksec.com.

• Photography, outdoors, vintage 2 stroke 
mopeds.



Disclaimers

• This presentation is for informational and educational purposes only.

• Neither I, nor my employers, are responsible for any trouble you may get yourself 
into.

• Use at your own risk.



Web Analytics?

• Web Analytics are the measurement, collection, analysis and reporting of web 
data.

• Used by tons of websites to figure out how their users are getting to their 
content and what they are doing while there.

• This data is typically interpreted to build better content and products.

• Top platform by far is Google Analytics, although others exist.



Strange referrals…

• I run google analytics on my blog and I encountered some strange referrals from the 
following domains:

• free-traffic.xyz

• social-buttons-ii.xyz

• make-money-online.7makemoneyonline.com

• buttons-for-website.com

• Etc.

• Clearly some sort of spam/scam.

• It got me wondering….



How can this be used for evil?

• Being red team / penetration testing focused.

• Get malicious links in front of people for SE.

• Sorta like phishing with analytics.



How can this be used for evil?
1. OSINT on target

2. Buy tempting domain 

• Retail Company => Consumer Review Site

• University => Top 10 Schools in $State

• Blog => Similar Topic blog

3. Add exploit to attacker controlled site

• HTA attack

• Credential Harvest (Google Analytics)

• Known CSRF vuln

• Browser Exploit

4. Generate referral traffic to target

5. Target visits attacker controlled site

6. Profit!



How does it work?



How are they doing that?

• Given this snippet of JS on setup and asked to add to every page:

<script>
(function(i,s,o,g,r,a,m){i['GoogleAnalyticsObject']=r;i[r]=i[r]||function(){
(i[r].q=i[r].q||[]).push(arguments)},i[r].l=1*new Date();a=s.createElement(o),
m=s.getElementsByTagName(o)[0];a.async=1;a.src=g;m.parentNode.insertBefore(a,m)
})(window,document,'script','//www.google-analytics.com/analytics.js','ga');
ga('create', 'UA-xxxxxxxx-x', 'auto');
ga('send', 'pageview');

</script>



How are they doing that?

• If I can figure out how the JS requests are being made to google-analytics.com, 
then I can probably just spam it with “referrals”.

• I can start by reverse engineering the JS 

• I can proxy the browser and try and make sense of the request made by JS



How are they doing that?



How are they doing that?

or…

• Google will have amazing documentation:

• https://developers.google.com/analytics/devguides/collection/protocol/v1/reference

• https://developers.google.com/analytics/devguides/collection/protocol/v1/parameters

https://developers.google.com/analytics/devguides/collection/protocol/v1/reference
https://developers.google.com/analytics/devguides/collection/protocol/v1/parameters


How are they doing that?

Name Parameter Example Description

Protocol Version v v=1 The protocol version. The value should be 1.

Tracking ID tid tid=UA-123456-1 The ID that distinguishes to which Google Analytics property to send data.

Client ID cid cid=xxxxx An ID unique to a particular user.

Hit Type t t=pageview The type of interaction collected for a particular user.

Document Path dp dp=/aboutme The path portion of the page URL. Should begin with ‘/’.

Document Host Name dh dh=http://xyz.com Specifies the hostname from which content was hosted.

Document Title dt dt=About The title of the page / document.

Document Referrer dr dr=http://fakedomain.com/ Specifies which referral source brought traffic to a website.

Anonymize IP aip aip=1 When present, the IP address of the sender will be anonymized.

• Required URL params



How are they doing that?

• Fire up burp and test this out!



Success!



Success!



Automation



Automation



#validated
…also there is more here.



What else could happen?

• I need to understand how analytics is used.

• I need to talk to people who use analytics in the field.

After a handful of discussions, this is what I came up with…



…but first. A common theme.

• Humans love validation and reinforcement.

• Analytics traffic == validation and reinforcement of a particular page.



therefore…

• Assuming we can control various aspects of analytics.

• Any decisions made using those analytics could be manipulated.

• Any sort of measurements where those analytics are the measuring stick, could 
be manipulated. 



Scenario 1 - Content Control

• Content creators may use analytics to decide to keep making content.

• To control, simply reinforce specific content.

• Could be used to reinforce specific political or social ideals. 

• Also the reverse…

• Nefarious or antithetical referrals could discourage content.



Scenario 2 - Ecommerce Control

• Ecommerce sites may use analytics to decide:

• What new products to develop

• What items should go on sale

• Reinforce particular products or types of products to control



Scenario 3 - WebDev Espionage 

• WebDev companies use analytics to monitor website usage, and in some cases 
share data with customers.

• A competitor could destroy the integrity of the data by bombarding with traffic.

• Client is disgruntled by losing insight, maybe switch WebDev.

• WebDev company can no longer use analytics gloat to persuade new clients.



Scenario 4 - Nation State Espionage 

• Assumption:

• Nation state can subpoena analytics data of any site

• Nation state is using said analytics data to identify 
suspicious web sites and operators

• Analytics can be used to frame innocent sites and 
operators

• Analytics data could be manipulated to cloak the real 
bad guys



Scenario 5 - SEO & Traffic Scam

• SEO is not affected by analytics…but people don’t always understand.

• Analytics traffic != real traffic

• Many scams are possible with right clientele:

• “Pay me and I will use SEO black magic to get you  15% increase in analytics or money 
back.”

• “Your sales are weak on the east coast. Pay me and I can get you more east coast 
visitors.”

• “Buy cheap traffic here!”





Scenario 6 - Bad guy use it too!

• Domain-ers, ad fraud networks, malware networks, and etc have been identified 
to use analytics.

• Helps them decide which schemes are best. Also helps defenders in attribution. ☺

• Defenders could potentially disrupt operations by manipulating analytics data or 
bombarding and ruining integrity.  



New attacks = New tooling!



Failures for automation 1.0

• Failed at user emulation

• Incredibly high bounce rate

• “users” visited one page and disappeared 

• All users came from same geographic location

• Failed at OPSEC

• Makes request to Google Analytics and target site from attacker IP

• Failed at other perspectives

• Only accounted for Pentest perspective

• Could only do referrals. 



What is good user emulation?









Analytics Attack NG

• User Emulation

• Threading

• Geographical spoofing

• Auto URLs

• Proxy support (HTTP and SOCKS5 )

• yay TOR!



User Emulation

Session

URLs

Referral Target Bounce 

Bounces

# of Duration



Auto URLs

• Automatically grabs URLs from Google if needed.

• Referrals based on keywords.

• “good hacker blogs” => zonksec.com

• Additional target URLs based on “site:$site” results

• Additional bounce URLs based on “site:$site” results



Demo



Demo gods have failed me…



• python main.py -m referral --target_url https://zonksec.com --referral_url
https://defconiscanceled.com --bounces 2 --bounce_delay 60 --bounce_jitter 1 -n 
10 --threads 2







• python main.py -m google_keyword_referral --referral_keyword "best hacking 
blogs" --referral_pool 20  --target_url https://zonksec.com -n 10 --geo_list 1020829 
--auto_target_pool 20 --auto_target_keyword "hack“







• python main.py -m direct --target_url https://zonksec.com --auto_target_pool 20 --
geo_list 1011855-1012085 -n 5000 --threads 50







Possible Improvements

• CSV configs

• Social media referrals

• Random User Agent



Bonus Content

• Denial of Service

• Sometimes analytics portals can not handle all the data incoming = DOS.

• Covert channel

• Using analytics for C2 (command&control) for botnets could be interest.



Mitigation Ideas

• User Awareness

• Protect trackingID

• Script parses server logs in real time and POSTs to analytics 

• Export analytics data and corroborate with server logs



Conclusion

• Analytics != Real Traffic

• Be careful when clicking links in google analytics

• Any decisions made using analytics could be potentially manipulated.

• Any sort of measurements where analytics are the measuring stick, could be 
potentially manipulated. 



Questions?

Thanks!

• Twitter: @zonksec

• Blog: zonksec.com

• Script will be on GitHub momentarily. 

• Slides and user-guide will be in future blog post.


